AUDIO-VIDEO FORENSICS




TYPES OF CASES

BRIBE CASES IN ACB TRAP

CCTV VIDEO IN
A DENTS/ATTACK/MURDER ETC.,




Depicts a single u
d) The pictures therein have been morphed/manipulated ¢
e) Various incidents have been joined to form a single

recording or not?



Real time editing
Post production editing

ole editing — laying one scene after
> editing is done.



the

horizontal wavering, colour & hue saturatic

J

discontinuities, jumps, breaks, abrupt increase/decrease
in audio, background sounds, sudden strange soundsg

variation in levels of illumination etc.,



Il. EXAMINATION UNDER WAVE FORM MONITOR

Waveform monitor is nothing but specialized

oscilloscope used to evaluate the active video signal
recorded iIn the video cassette. Waveform monitor
des voltage vs time dlsplay of the video signal
minance portion of the
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NTSC: National Television Systems Committee.

> wdard is followed by the north American
Jnada, Thaiwan etc.,



PAL: Phase Alteration by Line (European System).

Amplitude Modulation.




Vertical Resolution
525 horizontal lines per picture. (North America)

625 horizontal lines per picture. (Most of world)

Vertical Scan Rate
Scan at least 48 times per second to reduce flicker.
at 48 times per second difficult to achieve.
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Odd lines in Inactive lines in

Even lines in
1st vertical trace 1st vertical retrace 2nd vertical trace 2nd vertical retra
I I
625 - 1st Field = 312.5 Lines (25/sec) 625 - 2nd Field = 312.5 Lines (25/sec)
525 - 1st Field = 262.5 Lines (30/sec) 525 - 2nd Field = 262.5 Lines (30/sec)

625 - Frame = 625 Lines (25Hz) - PAL
525 - Frame = 525 Lines (30Hz) - NTSC
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ABRUPT CHANGES FOR IDENTI

POINTS.



PORTION O

PAL SIGNAL AND DISPLAYS THE V' (R-Y)
COMPONENT ON THE VERTICAL AXIS AND THE ‘U’ (B-Y) COLOUR
DIFFERENCE COMPONENT ON THE HORIZONTAL AXIS.
BY MEASURING CHROMINANCE INFORMATION AND MATCHING

BURST OF MULTIPLE SIGNAL, VECTORSCOPE FACILITATE

DETECTION OF EDIT POINTS.



VALUES ARE CAREFU S

FOR IDENTIFICATION OF EDIT POINTS



IS CAPTURED ON TO THE HARD D C

COMPUTER. FRAME BY FRAME STUDY OF THE DIGITAL
VIDEO FORMAT CAN THEN BE STUDIED BY USING
APPROPRIATE SOFTWARE SUCH AS AMPED FIVE

SOFTWARE TO OBSERVE FOR ANY EDIT POINTS.



THE VIDEO WITH RESPECT TO AUDIC
OBSERVED TO ASCERTAIN WHETHER THEY ARE PERFECTLY
MATCHING OR NOT.

AUDIO TO VIDEO DELAY THAT MAY BE OBSERVED CAN ALSO MAY

BE MEASURED; THEREBY ESTABLISHING EDITING.



| s !
editing) for 1ts continuity fre
also yield edit points.



Ex’rensive simulated video recording (specimen
ideo) has ’ro be carried out if the original

=€ as video camera or
observe for
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FORENSIC MULTIMEDIA ANALYSIS

Mandet

home > proclucts > mandet

We can no longer trust what we see

The increasing availability of image and video manipulation tools has led

to a rise in false imagery and information. Mandet provides an easy to use

platform on which images and video files can be investigated. Traces of



Enu""ec . Home  Products  Applications ~ Technology ~ Company  Service Q

FaceVACS Engine

enables clients to develop new face recognition and facial image analysis applications

Cognitec's products incorporate state-of-the-art technologies relevant to working with facial images, in

. | B N | - Technology made in Germany t
particular deep learning, computer vision, and pattern recognition technologies. Algorithmic
optimization since 1995 has resulted in superior independence from facial variances such as pose, : i 3
PR S b v i Version 9.9 highlights +
mimic, age variance, different hair styles, glasses or temporary lighting changes.
How to purchase our technology t

Customers can license Cognitec's core technology, the FaceVACS® Engine, through customized

software development kits.



CCITV VIDEO Footage
IN MURDER CASE
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NHANCED SCREEN SHOT SHOWING



CCITV VIDEO Footage
IN POCSO CASE




= 20191107_215619.jpg

B Filename
Path

Size
© Modified
© Accessed

Exposure Time
Focal Length
F-Number

+ Width

1 Height

Camera Model

Format

& Rotation

Source File

Camera Manufacturer

© Date of Generation

© Date of Digitization

20191107 215619.jpg
phone/raw3/DCIM/Camera/20191107_215619.jpg

4.68 MB
14-11-2019 16:19:44 (UTC+5:30)
07-11-2019 21:56:19 (UTC+5:30)
1/20s

3.701 mm

2.2

4160 px

3120 px

LG Electronics

LG-M700
jpeg
270°
07-11-2019 21:56:18 (UTC+5:30)

07-11-2019 21:56:18 (UTC+5:30)
phone/raw3/DCIM/Camera/20191107_215619.jpg

N




16 20191107_215622.jpg

B Filename 20191107 215622.jpg
Path phone/raw3/DCIM/Camera/20191107_215622.jpg

Size 497 MB
© Modified 14-11-2019 16:19:40 (UTC+5:30)
© Accessed 07-11-2019 21:56:22 (UTC+5:30)
Exposure Time 1/20s
Focal Length 3.701 mm
F-Number 2.2
«+ Width 4160 px
I Height 3120 px
Camera Manufacturer LG Electronics
Camera Model LG-M700
Format jpeg
C' Rotation 270°
© Date of Generation 07-11-2019 21:56:22 (UTC+5:30)
© Date of Digitization 07-11-2019 21:56:22 (UTC+5:30)
Source File phone/raw3/DCIM/Camera/20191107_215622.jpg




17 20191107 _215703.jpg

E Filename 20191107 215703.jpg
Path phone/raw3/DCIM/Camera/20191107_215703.jpg

Size 4.00 MB
© Modified 14-11-2019 16:19:36 (UTC+5:30)
© Accessed 07-11-2019 21:57:04 (UTC+5:30)
Exposure Time 1/14s
Focal Length 3.701 mm
F-Number 2.2
« Width 4160 px
I Height 3120 px
Camera Manufacturer LG Electronics
Camera Model LG-M700
Format ipeg
C' Rotation 270°
© Date of Generation 07-11-2019 21:57:03 (UTC+5:30)
@ Date of Digitization 07-11-2019 21:57:03 (UTC+5:30)
Source File phone/raw3/DCIM/Camera/20191107_215703.jpg







CCITV VIDEO Footage
IN KIDNAP CASE
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CCITV VIDEO Footage
IN ATTACK CASE







PUBLISHING PORN VIDEO

cybercafe owner
girl) and publishing the porn video.
Two CPUs, one CD, one DVD and Web Camera were
referred to APFSL for examination.

All the items were analyzed using Forensic Software
and Hardware Tools.

It is opined that video chat (containing obscene video)
between a female and a male person was captur
with another computer by using “Rainbow 5 — Remote
PC client” software.



B

Rainbow Yahoo!

Messenger
o B
Computer AMCep

Ly

Neswork Internet :
Explorer

RecycleBin  Microsoft i

Office Exc..

Adobe Reader  Microsoft
10 Office Wo.

Marzills 8 REdEF Bol 6.0
Firefox 'il.l::kssirgc'r'

.
=
a =

Skype




i minbow-5 - Remote PC Chent 44,3
Connection View Tools Hep
o Dacornect 1 Trarhes Fles {:? Cortral | @ Vs

NARESH RATPUROHIT - View My Webcam

\g NARESH RAJPURORIT has started viewing your webam.

GET MORE ASHLEE™ Lot |
SEE EXCLUSIVE ] -
ON-SET CLIPS, " |
4

’ WA A

§

| ® NARESH RASFURCH. .,

n

”, E'Profess‘vbna’ ik ranbow-5 - Remmiote... :, Google - Windows 1

€ Webcam for MARES. .

¥ Fnendu(l 1)

NARESH RAPURCHIT
GV My Webcam

» Address Do

L EOWLLAERR |

Pause

Eyoadeastrg - 1 Viever(s)

“ Add o Contact

YAHoO! I~ l;
WEE SEARCH 4

"5 My Sebcam (meerw, ., ; vee ‘!!! V"i, s:e o e

32 bp

“OUE® T4 sozom




Enhancing a dark license plate:

To enhance a dark license plate in a video file using the Exposure filter, stabilizing it using the Local Stabilization filter,
reducing the noise with Frame Averaging and modifying a filter while showing the impact it has on the others.



file:///C:/Program Files (x86)/Amped FIVE/fivedata/docs/en/02.html
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VIDEO FOOTAGE






UM788T Uideo Measurement Set

16 —Dec—83 14:57:21

Channel A System Default

Uolts

18 .4

APL = 40.
625 line P
Slow clamp
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File Tools View Help SUPPORT EXPIRING!  UPDATES AVAILABLE!
ol Evidence lmage: | ChUsershUser\Desktop'video class\Amped Authenticate\PHY 30 201%1.jpg Reference Image: | ”
.
X @ W 4 p M OO 2 Size 326454928 JPEG, Q: 98%, Camera: NIKON CORPORAT... EXA KA RO B E ‘
Id  Mame Evidence Image Value Reference Image Value L)
N X O | e == | H&E O 1 | [EBXIF] ImageWidth ‘3264
- Overview ol U [EXIF] ImageHeight :452.8
-- Visual Inspection 3 .[EXIF] BitsPerSample .8 g2 g
... File Format 4 [EXTIF] FhotometricInterpretaticon BB
=)- File Analysis s | [ERIF] Make \NIKON CORBORATION
.. JPEG Structure & |[EXIF] Model \NIKON Dsloo
- Hex Viewer 7 .[EXIF] Orientation e {normal)
- Hex Strings 8 | [EKIFI SamplesDerPixel 3
E L . [ﬁXIF] XRESDiut:.i.CIn 13040
- JPEG QT 10 | [EXIF] ¥Resolution 300
- JPEGHT 11 . [EKI“E:]. EiESl.:tlutil:InUr:liT. :iﬁches
- Social Media [dentification 1z .LEXIF] Software :Adnhe Chotoshop CS5 Windows
E'"Thumb”ai_r 13 | [=xIF] ModifyDate |2015-08-22 15:19:39
B Gilubal Onabist 14 | [EXIF] ¥ChCrPositioning \Co—sited
G TR Y1is | Exre ExposureTime 17128
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i . [EKI“E:]. SensitivityType :RE-ED]I'I]IIEHIj.Ed Exposure Index
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File

Tools

View Help

SUPPORT EXPIRING!

LIPDATES AVAILABLE!

Evidence Image: | oy Users\ User\Desktop'wideo class\Amped Authenticate\PHY 30 201%41,jpg

BEXA K 4PN ARO 2

Size: 32644923, JPEG, Ci 93%, Camera: NIKON CORPORAT..

Reference Image: |

EX@ KA P H RO BF

IcT Mame
i AL Ol -
NMXU | f=HE O 70 | [IPTC]
=) Owverview 71 [IPIC]
- Visual Inspection 72 | [IPIC]
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Datelreated
TimeCreated
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HZResolution
DisplayvedUnitsE
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DisplayedUnitsY
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PrintPosition
PrintScale
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URL List
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PhotoshopThumbnail
HasRealMergedData

WriterMame
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ModifyDate
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IMAGE AUTHENTICATION

>RE )
digital images pertine
from Hon'ble family court, Kadapa for
forensic examination.
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Thank You

For Your Attention




